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            23.08. 2018                                                                                                        no. 33 

 

Regarding the approval of Regulation  

on measures for prevention and combating  

money laundering and terrorism financing  

for reporting entities provided by art.4 para.(1) let. h) 

from Law no.308 of 22.12.2017 on  

prevention and combating money laundering and terrorism financing  

 

     On the basis of art.15 from Law no. 308 of 22.12.2017 on prevention and combating 

money laundering and terrorism financing (Official Monitor of the Republic of Moldova, 

2018, no.58-66, art.132), 

 

ORDER: 

 

1 .  To approve the Regulation on measures for prevention and combating money 

laundering and terrorism financing for reporting entities provided by art.4 para.(1) let.h) 

from Law no.308 of 22.12.2017 on prevention and combating money laundering and 

terrorism financing, according to the annex. 

2. The interaction with the reporting entities and the control over the execution of the 

present Order is performed by Supervision and Compliance Division within the Office for 

Prevention and Fight against Money Laundering. 

3. The present Order enters into force on 23 August 2018.  

 

Director                                                                            Vasile SARCO 

                   

 

 

 

 

 

 

 
OFFICE FOR  

PREVENTION AND FIGHT   

AGAINST MONEY LAUNDERING 
 

  

 

MD-2004,  mun. Chişinău, bd. Ştefan cel Mare şi Sfânt 198,  www.spcsb.md,  office@spcsb.gov.md Tel. (+373) 22-257-243 
 

 

                 

               ORDER 
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Annex of Order 
no.___of__________2018 

 
  

Regulation on measures for prevention and combating money laundering and 
terrorism financing for reporting entities provided by art.4 para(1) let. h) 

from Law no. 308 of 22.12.2017 on prevention and combating money 
laundering and terrorism financing  

   
Chapter I 

General provisions 

1. The regulation on measures for prevention and combating money laundering and 
terrorism financing for reporting entities provided by art.4 para.(1) let.h) from Law no. 
308 of 22.12.2017 on prevention and combating money laundering and terrorism 
financing (hereinafter “the Regulation”) is applied to reporting entities provided by art.4 
para.(1) let. h) from Law no.308 of 22.12.2017 on prevention and combating money 
laundering and terrorism financing. The Regulation establishes the rules for: 
identification and assessment of money laundering and terrorist financing risks, 
development of internal policies and programs, application of customer due diligence 
requirements, including enhanced customer due diligence measures; data storage; 
reporting the suspicious activities and transactions; application of financial sanctions 
related to terrorist activities and proliferation of weapons of mass destruction; putting 
in place and implementation of internal control system elements, as well as other 
requirements, in order to minimize the risks related with money laundering and terrorist 
financing.  

2. The reporting entity shall apply the provisions of the present Regulation, 
according to the legislation, in its activity of prevention and combating money laundering 
and terrorism financing.   

3. The terms and expressions used in this Regulation shall have the meanings 
provided by Law no. 308 of 22 December 2017 on prevention and combating money 
laundering and terrorist financing, the Law no. 59 of 28.04.2005 on leasing, as well as 
other regulatory acts of the Office for Prevention and Fight against Money Laundering. 

 
Chapter II 

          RESPONSABILITIES 
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4. The reporting entity shall appoint the person(s) entrusted with the 
implementation of Law no. 308/2017 and, according to the requirements of the 
legislation, will communicate to the Office for Prevention and Fight against Money 
Laundering their names together with the nature and limits of their responsibilities.  

5. The reporting entity shall have in place an adequate internal control system to 
identify, assess, monitor and understand the risks of money laundering and terrorism 
financing. The reporting entity shall apply all necessary measures and use sufficient 
resources to minimize the identified risks.  

6. The reporting entity's administrator is responsible for developing, approving, and 
ensuring the implementation of an appropriate own program on prevention and 
combating money laundering and terrorism financing, depending on which the suspicious 
operations are timely prevented and traced. Disposal of such program is the most 
effective mean by which a reporting entity can protect itself against engaging in 
transactions that can facilitate illicit activities as well as ensure compliance with the 
applicable reporting rules for suspicious activities.  

 7. The reporting entity is responsible for complying with the provisions of the 
current legislation in the field of prevention and combating money laundering and 
terrorist financing.  

8. The reporting entity shall undertake risk identification, assessment and 
minimization measures to prevent the use or involvement of reporting entity in money 
laundering and terrorist financing transactions. 

 
Chapter III  

REQUIREMENTS REGARDING THE INTERNAL PROGRAM ON PREVENTION AND 
COMBATING MONEY LAUNDERING AND TERRORIST FINANCING 

 
9. The internal programme on prevention and combating money laundering and 

terrorist financing represents a series of policies, procedures and other rules, including 
customer due diligence procedures that aim to prevent from using the reporting entity 
for money laundering or terrorism financing purposes, intentionally or not, by criminal 
elements. This program must ensure that operations are carried out in a safe and 
prudent manner. 

10. The reporting entity shall draw up the internal program on prevention and 
combating money laundering and terrorism financing in accordance with the provisions 
of Law no.308 of 22 December, 2017 on prevention and combating money laundering 
and terrorism financing, the present Regulation, other regulatory acts of the Office for 
the Prevention and Fight against Money Laundering, as well as of other supervisory 
authorities, issued for the application of the present law, taking into account the 
industry-accepted practices, including the documents issued by the Financial Action Task 
Force (FATF). 

11. When developing the internal program, it shall be taken into account the size, 
complexity, nature and amount of activities carried out by reporting entity, the types 
(categories) of customers, the degree (level) of risk associated with different customers 
or customer categories, as well as the customers’ transactions. 
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12. Internal program on prevention and combating money laundering and terrorist 
financing shall include, without being limited to, the following: 

1) the responsibilities of reporting entity responsible manager, which shall include 
at least: 

a) knowing the criteria (indices) of high risk clients; 
b) approving significant operations of high risk clients; 
c) determining the reporting entity's areas of activity exposed to the risk of money 

laundering and terrorist financing. Areas of activity exposed to the risk of money 
laundering and terrorist financing may be those related to: provided products and 
services, transactions carried out by the customers, etc. 

d) remediation of deficiencies identified in the field of prevention and combating 
money laundering and terrorism financing, including reporting suspicious transactions to 
the Office for Prevention and Fight against Money Laundering; 

e) the implementation of internal program on prevention and combating money 
laundering and terrorism financing, including the determination of responsibility lines at 
different hierarchical levels; 

f)  to appoint persons responsible for application of provisions of  Law no. 308 of 
22 December 2017 on prevention and combating money laundering and terrorism 
financing; 

g) establishing the responsibilities at different hierarchical levels; 
h) the implementation of internal procedures on reasonable time access of 

responsible staff to information required for performance of service obligations; 
2) the customer acceptance procedures that describe at least the categories of 

customers which the reporting entity intends to attract, as well as the staff levels that 
shall be authorised to approve the initiation of a business relationship with such 
customers, depending on the degree of associated risk and the types of products and 
services that are to be provided to them; 

3) the measures to be used to identify, verify and monitor customers and 
beneficial owners according to the degree of associated risk (CDD procedures), the 
criteria and the procedure of moving customers from one risk category to another; 

4) the CDD measures, including simplified and enhanced measures, to be 
developed for each category of customers, products, services or operations to be 
performed; 

5) the procedures to be applied to monitor customer transactions for detecting 
significant, complex and unusual transactions, or suspicious activities and transactions; 

6) measures to identify and monitor customers and customer operations with 
countries/ jurisdictions lacking effective anti-money laundering and terrorism financing 
systems, or posing an increased risk due to high levels of crime and corruption, and/or 
involved in terrorist activities; 

7) the procedures describing the collection and storage of information as well as 
the conditions of granting access to them; 

8) the procedures describing the internal and external (to competent authorities) 
reporting on suspicious activities and transactions; 
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9) the procedures and measures aiming to ascertain compliance with relevant 
standards and to assess their effectiveness; 

10) the standards developed for personnel’s recruitment, employment and 
training programs in the area of prevention and combating money laundering and 
terrorism financing; 

11) the procedures for identifying and analyzing the risks of money laundering 
and terrorism financing, including the measures to minimize them, by using information 
technologies, including the modern ones, which are to be procured or developed as one 
of the Provider’s products or services. 

13. Whenever required, but at least annually, the reporting entity shall review 
(update) its internal program on prevention and combating of money laundering and 
terrorism financing, by taking into account relevant legal provisions. 

Chapter IV 
THE ASSESSMENT OF RISK EXPOSURE TO MONEY LAUNDERING AND TERRORIST 

FINANCING. THE RISK-BASED APPROACH 
 

14. The reporting entity is obliged to undertake actions on the identification and 
assessment of risks of money laundering and terrorism financing in its activity, by taking 
into consideration the money laundering and terrorism financing risk assessment at the 
national, regional level, as well as by the criteria and factors established by the Office 
for Prevention and Fight against Money Laundering. The result of money laundering and 
terrorism financing risk assessment in its own area of activity shall be periodically 
approved and updated, the responsible manager of the reporting being responsible for 
this process. 

15. The reporting entity, as a result of money laundering and terrorism financing 
risk assessment, use the risk based approach so as the actions for prevention and 
combating money laundering and terrorism financing to be proportional with the risks 
of money laundering and terrorism financing identified in the area of activity. 

16. The reporting entity performs and updates, at least once in 3 years and on 
necessity, when their circumstances are changing or new relevant threats arise, the 
money laundering and terrorism financing risk assessment, the process which involvs at 
least: 

a) preparing a written report, approved by the leadership of reporting entity by 
which it shall be determined the countries and geographical zones, products, customers 
and hight risk operations, their proportion and impact on its activity. 

b) preparing an action plan for the purpose of minimization of identified money 
laundering and terrorism financing risks. 

17. The reporting entity identifies and assesses the money laundering and terrorism 
financing risks before: 

a) launching and developing new products and services; 
b) using new technology or those under development, both for new products and 

services, as well as for existing ones. 
18. In the process of money laundering and terrorism financing risk assessment, 

the reporting entity uses different sources of information in order to identify, manage 
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and mitigate the associated risks in the area or in the activity. This includes taking into 
consideration the typologies, risk indicators, guidelines and/or recommendations issued 
by the national and international competent authorities. In the identification and 
assessment of money laundering and terrorism financing risks to which it may be 
exposed the reporting entity must take into consideration a range of factors that may 
include: 

- nature, scale, diversity and complexity of the business; 
- proportion of customers already identified as having a high risk; 
- the jurisdictions with which the reporting entity performs operations, in particular 

the jurisdictions with high vulnerability due to contextual and different risk factors, such 
as the predominance of crime, corruption, terrorism financing, and the general level of 
law enforcement, control, regulation and supervision of the area of prevention and 
combating money laundering and terrorist financing; 

- internal audit and internal regulations; 
- the volume and size of the reporting entity's transactions, taking into account its 

normal activity and the profile of its customers. 
19. The reporting entity, where appropriate, may cooperate at sectorial or national 

level to carry out its own risk assessment. 
 

Chapter V  
CUSTOMER DUE DILIGENCE MEASURES 

Section 1 
Customer acceptance procedures 

 
20. The initial customer acceptance procedure involves the identification and 

verification of customer and, if it is the case, the customer's beneficial owner on the 
basis of reliable and independent information, data or documents. It also includes the 
understanding of purpose and nature of business relationship (where it is relevant) and, 
in high-risk situations, obtaining additional information regarding the source of money 
and property. 

21. The customer acceptance procedures will include several steps depending on 
customer’s risk degree, focusing on high-revenue customers whose source is unclear. 
The decisions to start, continue or terminate the business relationships with high-risk 
customers are taken by the reporting entity's administrator responsible for 
implementation and compliance with the requirements for prevention and combating 
money laundering and terrorist financing. 

22. The reporting entity will not enter into business relationships and will not 
continue existing relationships with existent customers and/or beneficiaries who are 
subject of sanctions or other restrictive measures by international organizations and 
other internationally recognized authorities which impose targeted sanctions on 
individuals involved in actions of money laundering, terrorist financing and proliferation 
of weapons of mass destruction (e.g. the United Nations, the European Union, etc.). 

23. The customer acceptance procedures must not affect the public's access to the 
reporting entity's services. 
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Section 2 

Measures of customers and beneficial owner identification 
24. The reporting entity applies measures to identify customers and beneficial 

owners:  
a) before the establishment of business relations; 
b) when performing all occasional transactions, including by use of electronic 

means, in the value of over 20,000 MDL, as well as if the transactions are performed by 
one or several transactions with links between them, in the amount of over 300,000 
MDL; 

c) if there is a suspicion of money laundering or terrorist financing, regardless of 
any exemptions, relief or established limits; 

d) if there are doubts regarding the veracity and accuracy of the obtained 
identification data. 

25. The measures of customers identification are the following:  
1) for customers – natural persons, the reporting entity obtains at least the 

following information: 
a) name and surname;  
b) date and place of birth;  
c) citizenship and data from the identification document (IDNP, series and number, 

date of issuance, code of the body that issued it (if any) or other unique indices from an 
identification document containing the photo of the owner); 

d) home and/or residence address; 
e) occupation, the public function held and/or the name of employer; 
f) purpose and nature of business relationship with the reporting entity; 
g) telephone number, fax, electronic mail address (e-mail) (if any); 
h) resident/non-resident status. 
2) for customers – legal persons (including natural persons individual 

entrepreneurs of whose that practise other type of activity and legal persons that 
manage goods under fiduciary administration, the reporting entity obtains at least the 
following information: 

a) name, legal form, status;  
b) headquarters / business address; 
c) state identification number (IDNO), according to registration certificate and/or 

extract from the State register issued by the authorized body with the right to perform 
the state registration; 

d) address of correspondence, other than of headquarters (if any); 
e) the identification of the natural persons empowered to manage the control and 

who exercise control through the property held or through other means (in case if this 
information is missing, shall be indicated the administrator of the legal person) 

f) the identity of beneficial owner of legal person; 
g) nature and purpose of the activity, their legitimacy; 

26. The reporting entity identifies the beneficial owner of the customer and applies 
reasonable measures and based on risk in order to verify his/her identity, so as to have 
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the certitude of knowing who is the beneficial owner in order to understand the structure 
of property and the customer's control structure. For the identification of beneficial 
owner, the reporting entity applies the measures described in point 25 sub-point (1). 

27. During the identification of customer’s beneficial owner – legal person, 
including in the case when it has a complex property structure (the legal person whose 
direct owners are not natural persons), the reporting entity shall determine the beneficial 
owner on the basis of the appropriate registration documents. 

28. It is not necessary the identification and verification of the identity of beneficial 
owner in case if the customer or the legal person - owner of customer’s controlling 
interest is a listed company whose securities are admitted for trading on a regulated 
market, with the obligation to publicly disclose the information. 

29. The reporting entity determines whether the person who signs the lease 
contract or initiates a business relationship acts on his/her behalf (the person's 
declaration regarding the beneficial owner) and in the case if the conclusion of lease 
contract or the initiation of business relationship is carried out by an empowered person, 
the reporting entity requests the power of attorney, legalized in the manner established 
by law. The reporting entity applies measures to identify the empowered person in 
accordance with the provisions of the present Regulation. 

30. When identifying the customer, the reporting entity verifies the information 
presented which relate both to customer, as well as to beneficial owner. 

31. The reporting entity verifies the identity of customer and of beneficial owner 
before the establishment of business relationship or in the moment of establishment of 
business relationship or performance of an operation provided by point 24 let.b). 

32. In order to verify the information presented during the identification of 
customers and of beneficial owners, the reporting entity uses data and information 
obtained from safe and independent sources. The verification of information has to be 
proportionate with the risk imposed by customer and type of presented documents. For 
this purpose, the reporting entity uses documentary and non-documentary verification 
procedures: 

1) for customers – natural persons – the reporting entity verifies the information 
on the basis of documents from the category of those which are harder to falsify or to 
obtain by illegal ways under a false name (for example, identification documents issued 
by an official authority, which include a photo of holder). 

a) for the confirmation of date and place of birth – birth certificate; 
b) for the confirmation of validity of identity documents – by certificates issued (for 

example, on the basis of state or private registers ) by public authorities or by other 
competent persons (for example, notaries, embassies, etc.); 

c) for the confirmation of residence address in the case if it does not correspond 
with home address – by requesting utilities bills, of acts regarding payment of taxes, of 
information from public authorities of from other persons;  

d) for verification of reference provided by a third person; 
2) for customers – legal persons (including natural persons individual entrepreneurs 

or whose who practice another type of activity and the legal persons which manage 
goods under fuduciary administration) – by any appropriate method depending on the 
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degree of risk, so that the reporting entity to ensure itself on the veracity of information, 
such as: 

a) the verification of legal existence of legal person by verifying the records in the 
State register of legal persons or, as the case may be, in another public of private register 
or other safe and independent sources (for example: lawyers, accountants, etc). 

b) verification of information about the customer on the basis of data regarding 
the existent business relationship; 

c) reviewing the latest financial reports, if applicable; 
d) conducting an analysis, either individually or through another person, on the 

existence of insolvency or liquidation process, sale, or other potential financial problems;  
e) contacting the customer by telephone or fax, via postal or e-mail services, 

verifying the information placed on the customer's web site, if any, or performing an on-
site visit to the headquarters or other address indicated by the legal person and natural 
person individual entrepreneur or who practice another type of activity; 

3) for beneficial owner - the measures provided by sub-point 1). 
4) in case if a person is empowered on behalf of the customer to open an account 

or carry out transactions, the reporting entity verifies the identity of that person, as well 
as the identity of the person in whose name he/she operates, using the same procedures 
described in the present Regulation. 

33. The documents presented in order to identify the customer and the beneficial 
owner, as well as to verify their identity, must be valid on the date of their presentation 
and their copies shall be stored/archived by the reporting entity in accordance with 
established internal procedures. 

34. In the case of business relationships, the reporting entity reviews and updates 
the information regarding the identification of customers and beneficial owners based 
on the associated risk. The reporting entity may update the information whenever it 
considers necessary, but at least for high risk clients - annually, and for those with low 
risk - every three years. The customer confirms that the data and information held by 
the reporting entity is up to date and corresponds to the purpose and nature of the 
declared/registered business relationship. 

 
Section 3 

Measures for monitoring the activities and operations 
 

35. The reporting entity must adjust the scale of monitoring measures of customers 
activities and operations in compliance with the institutional assessment of risks and 
individual risk profiles of customers. Enhanced monitoring is applied for high risk 
situations. The monitoring systems must be periodically reviewed, but not less than once 
a year.  

36. The reporting entity continuously monitors the customers’ activities, operations, 
or business relationship with it. Continuous monitoring actions include: 

1) determining the customer ordinary (specific) operations for paying the lease 
payments; 
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2) the detailed examination of leasing transactions during the business 
relationship, in order to ensure that they are in line with the information available to the 
reporting entity, with the activity and risk associated with the customer. The examination 
of operations requires at least that the reporting entity must have mechanisms and 
solutions, including automated for detecting activities, operations and suspicious 
persons. The detection of suspicious activities, operations, and persons can be 
accomplished by setting transaction value limits for a particular group or class of 
operations.  

A particular attention is paid to operations that exceed these value limits and 
operations that do not have a clear economic purpose; 

3) verifying the fact whether the documents and information accumulated in the 
process of monitoring customers transactions are updated and relevant, including for 
high risk customer categories or business relationship; 

4) identifying the suspicious activities and operations, including the potential ones, 
as well as of sources of money means used in these activities and operations. 

5) reporting to the responsible person of information necessary for effective 
identification, analysis and monitoring of customers operations, including for high-risk 
customers; 

6) real-time monitoring of all transactions performed by customers or potential 
customers to identify the persons, groups or entities involved in terrorist activities and 
proliferation of weapons of mass destruction, including for the purpose of identifying 
payments to prevent them from being carried with the violation of sanctions, 
interdictions or other applied restrictions. 

37. The responsible manager of the reporting entity has the responsibility for 
documenting, keeping and communicating with the relevant staff about the monitoring 
results, as well as for any issues that arise and for solving them. 

38. The reporting entity shall refrain from executing financial activities and 
operations for a period of up to 5 working days, in case of establishment of pertinent 
suspicions that may indicate money laundering, related offenses, terrorist financing or 
proliferation financing weapons of mass destruction, in preparation, in attempt, in 
performance or already performed. 

39. The reporting entity applies the requirements of point 38 at the request of the 
Office for Prevention and Fight against Money Laundering or on its own initiative by the 
decision (order) of the responsible manager of reporting entity. When applying the 
requirements of point 38 on its own initiative, the reporting entity shall inform 
immediately, but not later than 24 hours, the Office for Prevention and Fight against 
Money Laundering about the taken decision. 

40. The reporting entity in case of applying the requirements of point 38 may 
require the customer to provide additional data and information, including confirmation 
documents on the performed operations, for the purpose of proper application of due 
diligence measures, and in particular for understanding the purpose and nature of 
business relationship, as well as the source of involved goods. 
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41. The measures applied in accordance with the requirements of point 38 shall 
cease ex officio on the basis of written and confirmed permission by the Office for 
Prevention and Fight against Money Laundering. 

42. The reporting entity is obliged: 
a) not to conclude contracts, not to establish business relationships, not to carry 

out operations with the customer, if the reporting entity cannot ensure the compliance 
with the requirements of points 24, 25, 31 and 32; 

b) in case of an existing business relationship, to terminate the business 
relationship if the reporting entity cannot ensure the compliance with the requirements 
of points 24, 25, 31 and 32; 

c) to report the circumstances indicated in let. a) and b) to the Office for Prevention 
and Fight against Money Laundering in accordance with Law no.308 of 22.12.2017 on 
prevention and combating of money laundering and terrorist financing. 

 
Section 4 

Information obtained from third parties 
 

43. The reporting entity, may use the information belonging to third parties, in order 
to carry out the measures provided by points 24, 25, 31 and 32 under the following 
conditions: 

a) the reporting entity shall have the possibility to obtain the necessary 
information relating with the measures provided by points 24, 25, 31 and 32 held by 
third parties; 

b) the reporting entity shall adopt and implement effective procedures for the 
operative access to copies of identification data and other documents relating with 
measures provided by points 24, 25, 31 and 32 held by third parties; 

c) third persons are adequately supervised and are fulfilling similar requirements 
to those provided by Law no.308 of 22.12.2017 on prevention and combating of money 
laundering and terrorist financing; 

d) third parties are not resident in high-risk jurisdictions. 
44. The reporting entity has the ultimate responsibility for implementing the 

measures set out in points 24, 25, 31 and 32, in case if they request third parties. 
 

Chapter VI  
SIMPLIFIED CUSTOMER DUE DILIGENCE MEASURES 

45. The reporting entity applies simplified customer due diligence measures when, 
by their very nature, they may have a low risk of money laundering or terrorist financing. 

46. Simplified customer due diligence measures include the customer due diligence 
referred to in points 24 and 25 under a simplified procedure for reduced money 
laundering and terrorist financing risk, which includes: 

a) limitation in obtaining the information about customer identification data by 
applying a simplified customer verification procedure; 

b) limitation in obtaining specific information or performing specific measures 
regarding the purpose and nature of business relationship and deducting the purpose 
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and nature of business relationship from the type of transaction or established business 
relationship; 

c) verifying the identity of customer and of beneficial owner after establishing the 
business relationship (for example, if the transaction values rise above the defined 
financial threshold); 

d) reducing the frequency in updating the customer identification data in the case 
of an established business relationship; 

e) reducing the degree and extent of continuous monitoring and control of 
operations, based on a reasonable amount limit. 

47. The reporting entity, on the basis of its own assessment, establishes the factors 
that generate low risk of money laundering and terrorist financing, and which determines 
the necessity to apply simplified customer due diligence measures. The following factors 
can help to reduce the risk: 

a) business relationships/clients and/or provided products/services; 
b) reduced and / or regular amounts for payments; 
c) the product or service can be used only at national level; 
d) the product is only available to certain customer categories, such as social 

benefit recipients or staff members of staff of a company which are using the product 
to cover corporate expenses; 

e)  other factors identified in the risk assessment.  
48. The reporting entity will not apply simplified customer due diligence measures 

if there is a suspicion of money laundering or terrorist financing. 
 

Chapter VII  
ENHANCED CUSTOMER DUE DILIGENCE MEASURES 

49. In order to apply the legislation in the area of prevention and combating money 
laundering and terrorist financing, the reporting entity establishes the categories of 
customers, activities and operations that present a high degree of risk based on 
indicators established on the basis of the volume of performed operations, type of 
requested services, type of undertaken activity, economic circumstances, reputation of 
the customer's country of origin, explanations provided by the customer, pre-established 
value limits by category of operations. 

50.  On the basis of its own assessment, the reporting entity establishes the factors 
that generate high risks and which determines the necessity to apply enhanced customer 
due diligence measures. The factors that generate increased risks are: 

a) reasonable suspicion of the veracity of the presented documents regarding the 
lessee's financial condition; 

b) transfers ordered by the customer paid to himself from different countries; 
c) transactions arranged in an unusual manner, especially if they are economically 

or financially disadvantageous for the customer; 
d) transactions performed by third parties in the name or in favour of customer 

without a plausible reason; 
e)  other factors identified within the risk assessment.  
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51. The reporting entity applies enhanced customer due diligence measures, in 
addition to those provided by point 25, in situations when by their nature are likely to 
pose a high risk of money laundering or terrorist financing by at least: 

a) obtaining additional customer information (for example, type of activity, volume 
of assets and/or planned investments, nature and purpose of planned business 
relationship, information available from other public sources, internet) and the frequent 
updating of information regarding the identity of customer and of the beneficial owner; 

 
b) obtaining additional information to establish or verify the source of money and 

of customers’ wealth; 
c) obtaining information about the purpose of activity; 
d) approval at a superior hierarchical level of the beginning or continuation of 

business relationship with such customers; 
e) enhanced and continuous monitoring of business relationship by increasing the 

number and timing of carried out verifications and the selection of activities 
which require further examination; 

f) the requirement that the first payment to be performed by the customer through 
an account opened on behalf of the customer at a financial institution that 
applies at least the same customer due diligence measures; 

g) additional measures provided by points 52 to 53. 
52. If the customer does not appear for identification in person (for example, in the 

case of correspondence relationship through mail, telephone, e-mail, internet or other 
electronic means), the reporting entity applies enhanced due diligence measures by 
using mechanisms such as digital signature, biometric methods, session keys, etc. On 
the occasion of customer's first visit to reporting entity, the documents and information 
required by this Regulation are requested. In addition, the reporting entity shall apply 
one or more of the following measures: 

a) requests customer’s identification documents issued by a competent authority 
or body, including the specimen of signature, other documents, as the case may be, to 
fulfil the customer's file; 

b) takes measures to protect the authenticity of documents in electronic form 
transmitted to the reporting entity; 

c) customer’s acceptance by using the procedures that require the request of 
information from another reporting entity; 

d) establishing and maintaining a way of contacting the customer, independent 
from the way of which the remote transactions with the customer are performed.  

53. In transactions or business relationships with politically exposed persons, family 
members of politically exposed persons and with persons associated with politically 
exposed persons, the reporting entity in addition to due diligence measures provided by 
point 25, shall take measures that include: 

a) developing and implementing appropriate risk management systems, including 
procedures based on risk assessment, to determine whether a customer, potential 
customer or the beneficial owner of the customer is a politically exposed person; 
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b) obtaining the approval of reporting entity's manager in establishing or continuing 
business relationships with such customers; 

c) adoption of appropriate measures in order to establish the source of goods and 
property involved in the business relationship or in the operations with such customers; 

d) performing increased and continuous monitoring of business relationship. 
 

Chapter X 
REPORTING OF ACTIVITIES AND TRANSACTIONS 

54. The reporting entity is required to inform the Office for Prevention and Fight 
against Money Laundering about: 

a) suspicious goods, activities or transactions suspected of money laundering, 
related offenses and terrorist financing that are being prepared, attempted, 
accomplished or are already performed - immediately within 24 hours from the 
identification of action or suspicious circumstances; 

b) customer’s activities or transactions carried out in cash through a transaction 
with a value of at least 100,000 MDL (or its equivalent) or through several cash 
transactions that appear to be linked to each other - within 10 days calendar; 

c) customers transactions carried out by wire transfer through an operation with a 
value of at least 500,000 MDL (or its equivalent) – not later than the date of 15th of the 
month following the operational month. 

55. The reporting entity will have: 
a) clear procedures, based on the provisions of Law no.308 of 22.12.2017 on 

prevention and combating of money laundering and terrorist financing, brought to the 
attention of all staff, which provide the reporting by staff of all suspicious activities and 
transactions; 

b) systems for detecting suspicious activities and transactions according to 
established criteria, including by competent authorities; 

c) procedures for informing the responsible manager on issues related with 
prevention and combating money laundering and terrorism financing. 

56. The reporting entity informs, as the case may be, the Office for Prevention and 
Fight against Money Laundering or other bodies with supervision functions of reporting 
entities in accordance with Law no. 308 of 22.12.2017 on prevention and combating 
money laundering and terrorist financing, about suspicious activities and transactions, 
fraud cases that essentially affect the safety, stability or reputation of the reporting 
entity. 

57. The reporting entity, the persons with functions of responsibility, the entity's 
representatives and its employees are under the obligation not to inform the natural or 
legal persons which are performing the activity or transaction or the third persons about 
the transmission of information to the Office for Prevention and Fight against Money 
Laundering. 

58. The reporting entities must ensure the protection of employees, of persons with 
functions of responsibly and their representatives from any hostile actions that may 
occur as a result of the application of customer due diligence measures, of termination 
of business relations, of application of provisional measures, of transmission in good 
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faith of information to the Office for the Prevention and Fight against Money Laundering 
and the bodies with the supervision functions of reporting entities, as well as a result of 
other actions for the purpose of executing the provisions of the present law, except when 
these actions were committed in bad faith, negligently and/or through service abuse. 
 

Chapter XI 
RECORD KEEPING  

 
59. The reporting entity keeps all documents and information about customers and 

beneficial owners, obtained during customer due diligence measures, including copies of 
identification documents, archive of primary documents, business correspondence, 
results of analyses and researches conducted for identification of complex and unusual 
operations for the active period of business relationship and for a period of 5 years after 
its termination or after the date of performing the occasional operations and money 
means transfers. The data kept must be sufficient to permit the reconstitution of each 
activity or transaction in the manner in which to serve in case of necessity as evidence 
in criminal proceedings, contraventions and other legal proceedings. 

60. The procedure for keeping the documents and information will include at least 
the following, as the case may be: 

1) keeping a register of customers and of identified beneficial owner, which shall 
contain at least: the name and surname of the customer; IDNO/IDNP payment account 
number; date of opening; date of closing); 

2) keeping all primary documents, including business correspondence; 
3) keeping the records on customer identification and verification, on beneficial 

owners, on monitoring clients' operations, and keeping of confirmation documents 
related with operations; 

4) keeping of information on performed operations, including complex and 
unusual; 

5) archiving the information on business operations and correspondence in 
information technology systems, and keeping the archive safe and fast availability 
conditions. 

61. The reporting entity ensures that in case of request, the documents and 
information regarding the identification and verification of customers, beneficial owners, 
on monitoring customers’ operations, including confirmation documents related with 
operations, are accessible and available to competent authorities. At the request of 
competent authorities, the term related with holding and keeping of information related 
with customers and operations may be extended for a specified period of time, but not 
more than five years. 

 

Chapter XII 
REQUIREMENTS REGARDING INTERNAL CONTROL SYSTEM 
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62. The reporting entity will have an internal control system that will ensure the 
continuous compliance with the normative acts and internal program in the area of 
prevention and combating money laundering and terrorism financing which will 
contribute to minimization of related risks. 

63. The reporting entity's internal control system depends on a number of factors, 
including the nature, scale and complexity of reporting entity's business, the diversity of 
its operations, including geographic diversity, customer base, product and activity profile, 
etc. 

64. Upon the opening of branches on the territory of other states, as well as during 
their activity, the reporting entity will apply the requirements for prevention and 
combating money laundering and terrorist financing in accordance with its own internal 
control system, internal policies and procedures and normative acts of the Republic of 
Moldova, insofar as the legislation of the host country allows that. In case if, in the host 
country the requirements for prevention and combating money laundering and terrorist 
financing are insufficient, the reporting entity must ensure the implementation of 
normative acts of the Republic of Moldova, insofar as the legislation of the host country 
allows that. If the host country does not allow the appropriate application of 
requirements of normative acts of the Republic of Moldova, the reporting entity shall 
apply appropriate additional measures in order to reduce the risk of money laundering 
and terrorist financing and informs about this fact the Office for Prevention and Fight 
against Money Laundering within 2 months. The Office for Prevention and Fight against 
Money Laundering may carry out additional inspections to supervise the compliance of 
branches opened in other States with the applicable laws in force in the given area. 

65. The internal control system must include at least the following elements: 
1) performing by the staff of reporting entity or by independent audit the 

verification of compliance of internal program on prevention and combating money 
laundering and terrorism financing. In this regard the functions of audit are: 

a) the independent assessment of the program on prevention and combating 
money laundering and terrorist financing and the compliance with the requirements 
with the legislation in force; 

b) monitoring the activity of by testing their compliance; 
c) testing the operations in case of necessity; 
d) informing the responsible manager regarding the results of verification; 
2) appointing a person, who is the administrator/manager, responsible for 

ensuring the compliance of the program on prevention and combating money laundering 
and terrorist financing with the requirements of the legislation and its proper 
implementation (hereinafter - responsible manager). For this purpose, the responsible 
manager has the following tasks: 

a) provides consultations to employees of the reporting entity on issues arising 
during the implementation of program of prevention and combating money laundering 
and terrorism financing, including the identification and examination of customers and 
the assessment of money laundering and terrorist financing risk; 

b) takes decisions based on received information; 
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c) take action to report to the competent authority responsible for prevention 
and combating money laundering and terrorist financing the information in accordance 
with the law; 

d) organizes the training of employees of the reporting entity in the area of 
prevention and combating money laundering and terrorist financing; 

e) collaborates, as the case may be, with the audit service in order to verify the 
compliance of reporting entity activity with the legislation in the area of prevention and 
combating money laundering and terrorist financing; 

f) performs other functions in accordance with the present Regulation and 
internal documents of the reporting entity; 

3) internal provisions on the responsibility of employees who intentionally do not 
report about suspicious activities or operations to manager or directly to competent 
authority and/or personally contributes in conducting money laundering and terrorist 
financing operations. 
 

  
66. The person who carries out the audit of reporting entity analyses the 

implementation of the program on prevention and combating of money laundering and 
terrorism financing by the reporting entity and presents in written form to the 
responsible manager of reporting entity a report on the results of performed analysis; 

67. The reporting entity will approve programs for selection and continuous training 
staff in the area of prevention and combating money laundering and terrorist financing. 
The reporting entity ensures that its staff have the appropriate knowledge, skills and 
abilities to effectively fulfil the responsibilities of complying with the requirements on 
prevention and combating money laundering and terrorist financing. 

68. The selection and training programs indicated in point 67 will cover various 
aspects of prevention and combating money laundering and terrorist financing and 
obligations according to the legislation in the area, including: 

a) training of new staff regarding the importance and basic requirements of the 
respective programs; 

b) training of “first-line” staff (employees who are in direct contact with 
customers) regarding the verification of new customers identity, monitoring of existing 
customers on a continuous basis, to track indices and to report suspicious activities 
and transactions and of those which are under reporting regime; 

c) regular updating of staff responsibilities; 
d) new techniques, methods and trends of money laundering and terrorist 

financing;  
e) the level of staff involvement in the process of prevention and combating 

money laundering and terrorist financing. 
The content and the program of training the staff must be adjusted to individual 

necessities of reporting entity. 
 

Chapter XIII 
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REQUIREMENTS REGARDING THE APPLICATION OF INTERNATIONAL 
RESTRICTIVE MEASURES 

 
69. The reporting entity shall immediately apply restrictive measures in respect of 

goods, including those obtained from or generated by goods owned or held or controlled, 
directly or indirectly, by persons, groups and entities involved in terrorist activities and 
proliferation of weapons of mass destruction which are subject of restrictive measures, 
as well as to legal entities that are owned or controlled, directly or indirectly, by such 
persons, groups and entities. 

70. For the implementation of restrictive measures according to point 69, the 
reporting entity shall develop internal procedures and rules which must include at least 
the following elements: 

a) procedures for developing and updating the list of persons, groups and entities 
involved in terrorist activities and proliferation of weapons of mass destruction which 
are subject of international restrictive measures (including by using the existing 
databases), according to the requirements of Law no.308 of 22.12. 2017 on prevention 
and combating of money laundering and terrorist financing and Law no.25 of 
04.03.2016 on the application of international restrictive measures, using for this 
purpose including the Order of Director of Information and Security Service on the lists 
of persons, groups and entities involved in terrorism activities; 

b) procedures for verification/identification of designated persons or entities and 
of operations/payments where goods are involved, applicable to potential customers, 
existing customers and applicants for occasional operations/payments and transfer of 
money means; 

c) the competences of persons with responsibilities in implementation of internal 
procedures and rules for application of international restrictive measures on blocking 
the funds; 

d) information/reporting procedures, internal and to competent authorities (Office 
for Prevention and Fight against Money Laundering, Information and Security Service, 
Ministry of Foreign Affairs and European Integration and Ministry of Finance). 

71. The reporting entity, at the identification of goods owned or held or controlled, 
directly or indirectly, by persons, groups and entities involved in terrorism activities and 
proliferation of weapons of mass destruction subject to restrictive measures, undertakes 
successively the following steps: 

a) by decision (order) of responsible manager of reporting entity, shall refrain for 
an indefinite term from executing the activities and transactions in favour or benefit, 
directly or indirectly, of persons, groups and entities involved in terrorism activities and 
proliferation of weapons of mass destruction which are subject of restrictive measures; 

b) informs immediately, but no later than 24 hours, the Office for Prevention and 
Fight against Money Laundering and the Information and Security Service about the 
refraining for an indefinite term from executing the activities and transactions in favour 
or benefit, directly or indirectly, of persons, groups and entities involved in terrorism 
activities and proliferation of weapons of mass destruction which are subject of 
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restrictive measures. The information send to the mentioned authorities will include at 
least the following elements: 

i. data and information (name / denomination, IDNO/IDNP, if any, country of 
origin/residence, list of authority/organization which refers to the applied restrictive 
measure etc.) about the identified person, group or entity; 

ii. data and information (volume, currency, beneficiary, destination, etc.) about 
the identified good; 

iii. informing about the decision of responsible manager of reporting entity 
regarding the refrain, for an indefinite period from executing the activities and 
transactions related with the identified good; 

iv. the request to provide the written opinion within 5 days, according to the 
legislation in force, on the necessity of maintaining or not the restrictive measures; 

c) if applicable, the reporting entity accepts additional payments made by a third 
party or the increase of value of identified goods and extends the applicability of refrain 
measure to goods, taking into account the requirements of point 71 let. (a), as well as 
informs about this fact the mentioned authorities by taking into consideration the 
requirements of point 71 let.b); 

d) upon the receive of answer in written form from at least one of the informed 
authorities (in case of different opinions of informed authorities, the reporting entity 
applies the most severe restrictive measures), the reporting entity shall undertake the 
following: 

i. in the case of opinion on the necessity to not apply the restrictive measures: 
by decision (order) of responsible administrator of reporting entity, the 
refrain measure shall be cancelled/abrogated; 

ii. in the case of opinion on the need to apply the restrictive measures: by 
decision (order) of responsible manager of reporting entity, the 
transactions/goods are blocked; 

iii. where appropriate, the reporting entity accepts additional payments 
performed by a third party or the increase of value of identified goods and 
extends the applicability of blocking measure and informs about this fact 
the authorities mentioned in point 71 let.b); 

iv. in addition on the taken decision shall be informed the Ministry of Foreign 
Affairs and European Integration and the Ministry of Finance, taking into 
account the requirements of point 71 let. (b) number (i) and (ii); 

e) informs the Office for Prevention and Fight against Money Laundering about 
the applied restrictive measure, by taking into account the requirements of point 71 
let.b) number (i) and (ii); 

f) through the disposition/decision of the court or of other competent authority, 
the blocked goods are assigned with the status indicated in the disposition/decision.  

72. The reporting entity ensures the permanent monitoring of Official Monitor, as 
well as of official web pages of United Nations, European Union and Information and 
Security Service, for ensuring the appropriate applicability of restrictive measures in 
relation to persons, groups and entities involved in terrorism activities and proliferation 
of weapons of mass destruction. 
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73. The reporting entity do not establish and do not continue the business 
relationship with persons, groups and entities involved in terrorism activities and 
proliferation of weapons of mass destruction. About the refusal to establish or to 
continue the business relationship, the reporting entity informs the Office for Prevention 
and Fight against Money Laundering by taking into consideration the legal provisions in 
force. 
 

Chapter XIV 
REMEDIAL MEASURES AND SANCTIONS 

 
74. In case if it is established the violation of provisions of the present Regulation, 

of obligations provided by the legislation on prevention and combating money laundering 
and terrorism financing, the Office for Prevention and Fight against Money Laundering 
can apply remedial measures and sanctions in accordance with art.35 para.(2) from Law 
no.308 of 22.12.2017 on prevention and combating money laundering and terrorism 
financing. 

75. For the purpose of removing the established violations and shortcomings, as 
well as the conditions favouring their commission, the Office for Prevention and Fight 
against Money Laundering, besides the remedial measures and sanctions mentioned in 
point 74, can order the following measures: 

a) to prescribe the amendment of the program on prevention and combating 
money laundering and terrorist financing;  

b) to prescribe a repeated money laundering and terrorist financing risk 
assessment; 

c)  to prescribe the development of a new plan for mitigating the identified money 
laundering and terrorist financing risks; 

d) to prescribe the application of enhanced customer due diligence measures for 
products, services, transactions (operations) or customers, in case if the program on 
prevention and combating money laundering and terrorism financing establishes the 
application of standard or simplified customer due diligence measures. 

e) to prescribe the replacement of responsible manager of reporting entity. 
 


